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T
he previous edition of BizVoice highlighted the legality of

monitoring workplace communications. In this issue,

another key aspect is explored – possible/suggested

policies related to technology and electronic monitoring.

Today, many employers provide the latest and greatest

technology to their employees with the intention of improving

worker efficiency. Often, however, work is inhibited when

employees participate in non-work related activities, such as

surfing the Internet for personal use, sending personal e-mails

or instant messaging. In order to maintain and ensure worker

productivity and to protect the employer against liability from

an employee’s use of explicit and/or illegal material, an

employer can and should issue a usage policy. 

The three policies discussed here have been taken from

the fourth edition of Model Employee Policies for Indiana Employers,

published by the Indiana Chamber of Commerce and authored

by the attorneys of Bose McKinney & Evans, LLP.

Electronic communications
The first policy is a general electronic communications

policy. It states the intentions and expectations of management

regarding the use of e-mail communications. 

ABC Company encourages the use of electronic mail, or

e-mail, as a tool to help accomplish the company’s legitimate

business objectives. E-mail can greatly enhance the quality and

efficiency of communication among management, employees,

current and prospective customers, and others involved in your

business. However, e-mail also may be misused, with potentially

serious consequences for both the company and the e-mail user.

This policy is intended to define the parameters of appropriate

e-mail usage by ABC Company personnel.

As a general rule, it is expected that all employees will use

common sense and sound judgment when utilizing the e-mail

system. In addition, employees are expressly prohibited from

sending any messages or materials containing obscene, profane,

lewd, derogatory or otherwise potentially offensive language or

images. The use of material containing racial, sexual or similar

comments or jokes is forbidden. Users should respect the

rights and sensitivities of recipients and potential recipients or

viewers, and should ensure that all e-mail messages reflect the

professional image that ABC Company wishes to portray.

Users should be aware that e-mail messages cannot be

considered private and may be monitored by management. Such

messages also may be subject to disclosure to outside third parties,

including the court system and law enforcement agencies,

under certain circumstances. Employees should not send any

e-mail messages they would not want to have seen by persons

other than the intended recipients. 

Violators of this policy will be subject to appropriate

disciplinary action up to and including termination of

employment. Any known or suspected violations of the policy

should be reported immediately to management.

E-mail, Internet access
The second and most detailed

policy covers e-mail and Internet

access issues.

The policy begins with a general

description of the purpose and intent

of the company-provided technology.

Responsibility is placed upon

employees to maintain and enhance

the company’s public image and to use

the technology in a productive manner. 

Unacceptable uses of the electronic communications are

to be written out in a list format, covering such issues as the

transmitting or posting of obscene, derogatory or harassing

material, use for religious or political causes or activities, and

the engagement of non company-related business.

The policy goes on to explain that all employees are responsible

for the content of their communications and that all communications

sent must contain identifiable information of the sender.

Additionally, the policy states that all equipment, services and

technologies provided to the employees are exclusive property

of the company, which includes all information composed,

stored, received or transmitted with the property. 

To prevent complications, such as viruses, to the company’s

computer system, the policy does not allow any unauthorized

downloading or installing of software. Copyrighted materials

not belonging to the company are prohibited from being sent

via the company’s e-mail or Internet system.

The monitoring aspect of this policy explains that the

company routinely monitors usage patterns for e-mail and

Internet communications. It gives reasons why the company

monitors usage, including cost analysis, compliance with

company policies, and explains that all information created,

sent or retrieved via the e-mail system and Internet is property

of the company. Additionally, the policy states that no employee

should assume that any electronic communication from the
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company’s system is totally private.

At the end of the policy, it states that any violation or abuse

of the privileges provided by the company’s e-mail system or

Internet access is subject to discipline, up to and including

termination.

General monitoring
The third policy is an all-inclusive company policy on

workplace monitoring that includes audio, video, telephone

and electronic communications. 

Workplace monitoring may be conducted by ABC Company

to ensure quality control, employee safety, conformity with

company policies and customer satisfaction.

ABC Company may conduct audio and/or video surveillance

of any and all workplace areas, excluding only bathrooms and

private offices with door locks. The company may also monitor

telephone and electronic resource usage without advance notice

and on a random or selective basis. Every effort will be made

to confine monitoring to the legitimate needs of the business.

Continuing to work for the company after you have become

aware, or should have become aware, of this policy constitutes

your acknowledgment and consent to the monitoring policy.

Unmistakably, today’s technologies are very important to

company workplaces. However, it is very important to maintain

the intentions and integrity of the technology by implementing

an appropriate electronic monitoring policy. An enforced policy

can help preserve company productivity, expectations and

ethical standards.
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Author: Tara Avery is a human resources specialist with the

Indiana Chamber of Commerce. She can be contacted at

(317) 264-6866 or 

e-mail: tavery@indianachamber.com.

To purchase a copy of Model Employee Policies for

Indiana Employers, go to the publications section of

www.indianachamber.com or call (317) 264-6885 


